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Observed Ransomware Breach Trends

YE 2024
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Consumer & Industrial

Products 16.57%

Professional Services

& Consulting 15.82%

Manufacturing

14.84%

Real Estate

11.69%Life Sciences &

Healthcare 9.33%

Public 7.73%

Financial Services

3.39%

Technology, Media &

Telecom 7.61%

Energy, Resources &

Agriculture 6.78%

Nonprofit 3.53%

Others 2.70%

Ransomware Victims by Sector Top Ransomware Groups

Group
Number of Published

Victims

LockBit 3.0 404

RansomHub 387

Play 308

Akira 250

Hunters International 195

Top Targets by Sector Top Targets by Country
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Source: *Aon Intelligence team analysis of information posted on ransomware leak sites on the dark web. Larger sample size.
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Observed Ransomware Breach Trends 

Q4 2024
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Top 5 Victim Countries by No. of ORB

ORB Victims by

Sector

Top 10 Ransomware Groups by

ORBRW Group No. of ORB

RansomHub 182

Kill Security aka KillSec 84

Akira 79

Play 73

Funksec 66

Fog 52

Hunters International 51

Medusa 40

Meow team 35

Black Basta 34

Observed

Ransomware Breaches

Observed ransomware 

breaches (ORBs) 

represent instances of 

organisations being 

named and/or having 

their data published on 

ransomware group data 

leak sites due to not 

paying ransoms.
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Consumer & Industrial Products…

Professional Services

Manufacturing 13.90%

Real Estate 13.30%Life Sciences & Healthcare

10.03%

Technology, Media &

Telecom 7.60%

Public 9.23%

Financial Services 4.30%

Energy, Resources &

Agriculture 6.23%

Others 2.33%

Source: *Aon Intelligence team analysis of information posted on ransomware leak sites on the dark web. Larger sample size.
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Access Claim Trends

Q4 2024
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No. of Access Claims

400

302

Top 5 Countries of Target Victims by

No. of Access Claims

Top 10 Technology Types Targeted
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Consumer & Industrial

Products 10.17%

Professional Services &

Consulting 9.73%

Public 9.23%

Technology, Media &

Telecom 8.22%

Real Estate 7.97%

Energy, Resources &

Agriculture 5.54%

Life Science & Healthcare

7.12%

Manufacturing 7.41%

Target Victims by Sector

Unknown 19.66%
Others 4.48%

Non Profit 6.68%

Financial

Services 3.78%

Technology Type Percentage Impact

RDP Tools 51.1%

Not Listed 21.5%

Corporate Remote Access 
Portals 14.0%

Corporate Application 3.9%

Remote Access Services 3.5%

Unspecified Technologies 1.1%

Other 1.0%

RMM Tools 0.8%

Email Platforms 0.7%

Government Application 0.6%

Access Claims

Access claims represent 

instances identified on 

underground marketplaces

and hacker forums of

claims by threat actors to

have gained access to a 

network.

Source: *Aon Intelligence team analysis of information posted on ransomware leak sites on the dark web. Larger sample size.
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Access Claim Trends | Q4 2024

Marketplace Minimum Expectations

5

Multi-Factor 

Authentication (MFA)

Endpoint Detection 

and Response (EDR)

Phishing Exercise/

Cyber Awareness Training

Vulnerability Scanning & 

Patch Management
Secure RDP/VPN

Incident Response Plan/

Ransomware Exercise

Access Control/

Service Accounts
Disaster Recovery/Backups

Email Filtering & Security 

(DMARC / DKIM)

Zero Day Vulnerabilities 

and Supply Chain Risks

Network Segmentation/

Network Monitoring

M&A Due Diligence

and Integration
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Top 10 Critical Red Flags

YE 2024
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Vulnerability scans cover

<100% of enterprise

>10 service accounts

Backups are not stored in

secondary data center

No tabletop in last year

Target time for critical patching

>7 days

No MFA for backups

MFA for remote access only for some

critical assets

Target time for critical patching 

3-7 days

No MFA for Domain Admin

Accounts

Backups not stored in non-sync cloud,

offline, or offsite

0% 10% 20% 30% 40% 50% 60%

No tabletop in last year

Backups are not stored in

secondary data center

Vulnerability scans cover <100%

of enterprise

No IRP for ransomware

No MFA for backups

No annual penetration testing

No 24x7 SOC

No Advanced Threat Add-On or similar

EDR not tuned to environment

Backups not stored in non-sync

cloud, offline,or offsite

0% 10% 20% 30% 40% 50% 60%

reported vulnerability scans

cover <100% of the

enterprise

59%
reported to lack annual

tabletop exercise

Middle Market & SME

57% 36%
reported >10 service

accounts

49%
reported to lack secondary

data center for backups

Key Observations:

▪ Although the number of service accounts is greater in larger organizations, privileged

service accounts tend to be better managed.

▪ When a client has less than 100% covered in vulnerability scanning,

segmentation is reviewed which is not captured in the above.

Data for over 270 existing and new Global and Enterprise US clients. 

*IBM Cost of a Data Breach Report 2024

Key Observations:

▪ Privacy, while not necessarily from a risk perspective is an increased focus of carriers in terms of the

controls that are in place around how insureds collect user information.

▪ *IBM's Cost of a Data Breach Report found that having an incident response team and formal

incident response plans enables organizations to reduce the cost of a breach by almost half a million

US dollars (USD 473,706) on average.

Data for over 1650 existing and new Middle Market and SME US clients.

Source: *CyQu’s Red Flags data. Red flags are validated monthly by Aon’s ‘red flag committee’ and quarterly by Aon’s Underwriting Council compromised of three of its

largest trading partners.

Global & Enterprise
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Cyber Maturity Analysis

2024 Global Data
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1.00

Construction & Real Estate

Financial Institutions

Food, Agribusiness, & Beverage

Healthcare Providers & Services

Industrials & Manufacturing Natural

Resources

Other Industries*

Professional & Business Services

Public Sector

Retail & Consumer Goods Technology,

Media & Communications Transportation &

Logistics

Total Score
by Industry

1.50

2.00

2.50

3.00

3.50

4.00

Total Score
by region

0.00 0.50 1.00 1.50 2.00 2.50 3.00 3.50 4.00

Asia-Pacific EMEA Latin America North America

Total Score
by Employee Headcount

2.59

2.63

2.71

2.84

2.89

2.91

2.94

0-50

50-200

200-1000

1000-5000

5000-20000

20000-50000

50000+

2.67

2.81

2.82

2.76

2.72
0-5%

6-12%

13-21%

22-35%

36-50%

Total Score
by % of IT Budget Spent on Security

Data for over 3200 Aon global clients. North America and EMEA account for 94% of the data.

North America account for 76% of the Global & Enterprise ($2Bn and above) data, demonstrating higher maturing. EMEA

has a larger pool of SME and Mid-Market clients. 

Source: *CyQu Enterprise Edition response data analysis for 2024.

* ‘Other Industries’ category represents responses from clients in the following

industries: Financial Sponsors, Hospitality, Travel & Leisure, Insurance, Life

Science, Sports & Entertainment.
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The Ransomware Effect 

Potentially impacted insuring agreements stemming from a ransomware event

8
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Cyber Policy Design & Intent 
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Important Notice 

Claims Made Policies

10

Claims Made Policies

E&O/Cyber Liability policies often 

are claims made, which means 

that coverage applies to claims 

made during the policy period or 

extended reporting period (if 

applicable). 

Reporting 

Requirements

E&O/Cyber Liability policies 

generally require reporting of 

claims during the policy period in 

which they were made. Failure to 

do so can result in denial of 

coverage.

Insurer Approval

E&O/Cyber Liability policies 

usually require the approval of the 

insurer(s) prior to selecting breach 

response vendors or defense 

counsel, incurring any defense 

costs, or agreeing to any 

settlement. Failure to do so can 

result in denial of coverage.

Note

These comments are general 

observations. Please refer to your 

policy for actual terms and 

conditions.
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Claims Reporting Roadmap

Redacted Carrier
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Please note that the above flowchart is intended to serve as a high–level guide throughout the claims management process. Please refer to your policy(ies) for more affirmative guidelines 

regarding claims reporting and the applicability of coverage for said incident. By no means does the above flowchart represent or guarantee the applicability of coverage for each event; 

coverage determinations are subject to the policy terms and conditions.

You are here: Your firm has suffered a 

security incident. The clock is now ticking. 

It’s time to do right by your customers, 

employees, shareholders and others. A 

quick, effective response will help you to 

avoid lawsuits and regulatory inquiries.

Call the Insurance Carrier Breach Hotline; 

then contact the pre–approved expert 

privacy attorneys to determine legal 

applicability of actions, to respond to 

reporting requirements, and to maintain 

privilege. These lines are monitored seven 

(7) days a week. Leave a voicemail 

message. Contact your Aon broker to 

provide formal notice to Insurance Carrier. 

Immediately gather your internal team and 

review your incident response plan.

Consult with your expert privacy attorney on 

the current situation and begin to determine 

what next steps are necessary. 

Debrief with Insurance Carrier Cyber Claims. 

Some important things to cover:

• When and how discovered

• Type of event

• Who attacked 

• Extent of attack 

• Impact on business

• Type of data at risk 

• # and location of people potentially 

impacted

• Ransom demand and threat actor

Insurance Carrier Claims Specialist will assist 

with identifying the resources needed to 

respond to the event and will provide consent 

as required.

Execute your Response Plan. 

Engage a pre–approved computer forensics firm to 

determine existence, cause and scope of the breach.

Engage ransomware response vendor if necessary.

Determine if a public relations or crisis communication 

firm is required.

Consult with experts to determine if notifications are 

necessary. If so, decide who needs to be notified and 

utilize a pre–approved vendor. 

After assessing the notification requirements, determine 

if a call center is required and contact a pre–approved 

vendor.

Decide if credit or identity monitoring is necessary. If so, 

contact the proper credit and identity monitoring firm. 

Consider engaging forensic accountant; set up method to 

track and document cyber–related expenses.

1

2

3

4

5

6

7
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Example Recovery Priority
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Secure 
Access

•Good credentials

DR / BCP
•Plan

•Tooling

Secure Access •Good credentials

Comms

•IR

•Partners / vendors / 
suppliers / clients

AD/AAD
• Rebuild DCs

• Audit AD

Encryption
•Decrypt

•Restore

•Rebuild

IT Recovery – what is needed for IT to 
securely access the network and start 
recovery (Days 1-4)

Business Executives – what is needed 
for executives to start managing the 
major business impacts (Days 3-7)

Production – what is needed to get back 
to business (Days 3-60)

Order

 of

Focus
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Common Sequence of Events
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Scoping And 
Kickoff

Business Processes
Scoping, SOW, Insurance, Outside 

Counsel
KO Email, Provide List Of Initial C&E 
Actions, Provide File Cloud Access 

Data Source 
Identification 

And 
Acquisition

EDR, SIEM, Forensic Images, 3rd Party 
Platforms

Install EDR / VR Agents If Needed Provide Account Access, Provide Images

Analysis EDR, SIEM, VR, Images
Initial Attack Vector (IAV), Compromised Accounts & Systems, 

Data At Risk

Incident 
Management

Project Management, Coordinate With 
Business Objectives

Workstream Identification & 
Management Daily Updates

Regulatory / Other Reporting

Containment & 
Eviction 

Planning / 
Execution

Develop Risk Register
Plan C&E Actions, Develop 

Timeline
Execute C&E Tasks Monitor For Re-intrusion

Data At-risk 
Assessment

Exfil Analysis / Regulatory 
Audit

Data Touching Events POL Data
Collect Identified Files And 

Review Contents



Ransomware Effect: March 10, 2025

Proprietary & Confidential 

Common Large Incident Workstreams
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SIEM / Other Log 
Analysis

Forensic Image 
Analysis

EDR Analysis
Velociraptor 
Deployment

Velociraptor Data 
Analysis

Incident 
Management

Provide IR 
Team Access

Containment 
& Eviction 
Planning

AD Audit
Enterprise-wide 

Password 
Reset

Implement OOB 
Comms

Manage 
Incident 

Business 
Processes

Business Impact 
Analysis

AWS TH M365 TH AAD TH

Rebuild DCs
Implement 
Hardening 
Guidelines

R / Y / G System 
Identification And 

Separation

Rebuild Red 
Systems

Threat Intel E-discovery TA Negotiations
Enterprise 

PM

Coordinate With 
Counsel

Coordinate With 
Insurance

Environment 
Recovery

LE 
Coordination & 

Info Sharing

Data Staging 
& Exfil 

Analysis

Data 
Accessing 

Activity
Forensic Imaging

Inventory And 
Review Activity On 
3rd Party Platforms

Source Code 
Analysis

Implement 24/7 
Security Visibility 
And Monitoring

Audit Support
On-site / Remote 

Support

SEC / 
Regulatory 
Reporting

Solve For OT / 
ICS 

Environments

“Prove It To Me” 
For Vendors / 

Clients / Partners

Virtualized 
System 

Acquisitions

Attestations RCA Reports
Evidence 

Handling And 
Archiving

Incident 
Metrics 

Collection

Financial Impact 
Tracking For 

Insurance Claims

Communicate 
With Vendors / 

Clients / Partners 
/ Shareholders

PIR/AAR

Key:

All boxes:  duration of the incident

Grey boxes: first 24 hours

Red box: external support

Green outline: SF/MSSP/MSP/client co-execution

Gold outline:  SF/client co-execution
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SSO Asynchronous Attacks

Bigger Blast Radius
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Via: https://www.okta.com/okta-end-user-experience/



About Aon

Aon plc (NYSE: AON) exists to shape decisions for 

the better — to protect and enrich the lives of 

people around the world. Through actionable 

analytic insight, globally integrated Risk Capital and 

Human Capital expertise, and locally relevant 

solutions, our colleagues in over 120 countries with 

the clarity and confidence to make better risk and 

people decisions that help protect and grow their 

businesses. 

Follow Aon on LinkedIn, X, Facebook and Instagram. Stay 

up-to-date by visiting Aon’s newsroom and sign up for 

news alerts here.

© Aon plc 2025. All rights reserved.

The information contained herein and the statements 

expressed are of a general nature and are not intended to 

address the circumstances of any particular individual or 

entity. Although we endeavor to provide accurate and 

timely information, and use sources we consider reliable, 

there can be no guarantee that such information is 

accurate as of the date it is received or that it will continue 

to be accurate in the future. No one should act on such 

information without appropriate professional advice after a 

thorough examination of the particular situation.

www.aon.com

Contact Us

Will Miller

Vice President, Commercial Risk Solutions

william.miller@aon.com

+1 920 621 5904

Lee Carsten

Vice President, Cyber Solutions

lee.carsten@aon.com

+1 210 241 2491

Jacob Mast

Senior Broker, Cyber Solutions

jacob.mast@aon.com

+1 262 424 7634

https://www.aon.com/home/index
https://www.linkedin.com/company/aon
https://twitter.com/Aon_plc
https://www.facebook.com/Aonplc
https://www.instagram.com/lifeataon/
https://www.aon.com/home/news.jsp
https://aon.mediaroom.com/get-news-alerts-by-email

	Slide 1
	Slide 2: Observed Ransomware Breach Trends
	Slide 3: Observed Ransomware Breach Trends 
	Slide 4: Access Claim Trends
	Slide 5: Access Claim Trends | Q4 2024
	Slide 6: Top 10 Critical Red Flags
	Slide 7: Cyber Maturity Analysis
	Slide 8: The Ransomware Effect 
	Slide 9: Cyber Policy Design & Intent 
	Slide 10: Important Notice 
	Slide 11: Claims Reporting Roadmap
	Slide 12: Example Recovery Priority 
	Slide 13: Common Sequence of Events
	Slide 14: Common Large Incident Workstreams
	Slide 15: SSO Asynchronous Attacks
	Slide 16

